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GIST (Garswood Internet Support Team)

A What is Garswood’s Internet Support Team

Garswood’s Internet Support Team is a network of children across KS2 who show an aptitude towards computing and a
particular interest in e safety across the school. Meeting are led by Miss Moon the computing lead and discussions from team
meetings are shared with the deputy head and specific learning assistants. They are involved in all major e safety decisions
across the school and will often disseminate information across the school.

# What does the team do?

The GIST Team created an action plan to ensure e safety is current and happening across Garswood Primary, training is in
place and policies are adhered to. They create, plan and deliver training across the school and share results and information
they have gained with staff and Governors.

A How do they tackle e safety at Garswood?
The team have a number of duties with regards to e safety, their action plan includes....
e Creating presentations to staff and pupils
Carry out surveys and analyse the information gained.
Create posters and information leaflets for various audiences with regards to e safety.
Discuss policies and action plans and ways to move forward
Create online and virtual resources for various people to access.
Create solutions to e safety problems as they arise.

This e-safety policy was approved by the Governing Body / Governors Sub Committee on:

The implementation of this e-safety policy will be monitored by the: Comput:nglge: O;ETLes LR,

Monitoring will take place at regular intervals: Annually (October)

The E-Safety Policy will be reviewed annually, or more regularly in the light of any significant new
developments in the use of the technologies, new threats to e-safety or incidents that have taken September 2024
place. The next anticipated review date will be:

Computing lead — Les Moon,
Family Support Worker — H Evans
Head teacher — Pam Potter

Should serious e-safety incidents take place, the following external persons / agencies
should be informed:



http://www.dfes.gov.uk/publications/e-strategy/

Education for a Connected World:

Today’s children and young people are growing up in a digital world. As they grow older, it is crucial that they learn to
balance the benefits offered by technology with a critical awareness of their own and other’s online behaviour and develop
effective strategies for staying safe and making a positive contribution online.

Garswood will adopt philosophies from Education for a Connected World to describe the skills and understanding that
children and young people should have the opportunity to develop at different ages and stages. Highlighting what a child
should know in terms of current online technology, its influence on behaviour and development, and what skills they need to
be able to navigate it safely.

ProjectEVOLVE:

Resources each of the 330 statements from UK Council for Internet Safety's (UKCIS) framework “Education for a Connected
World” with perspectives; research; activities; outcomes; supporting resources and professional development materials.

This vast library of content is managed by an innovative new engine, designed by the SWGfL. Webteam, that not only makes
navigating the content intuitive but allows users to personalise the content they collate.

Project evolve can provide information, lesson plans, research summaries, stimulus questions and activities for pupils to
complete. Professional development materials for staff are also available to broaden ever changing e safety knowledge. It
has been designed with customisation and flexibility.

The content has been written by a team of experts here at the UK Safer Internet Centre. It's up to date; relevant and
engaging and moves online life education into the third decade of the 21st century.

Aims:

Garswood will use Project Evolve, Google Legends and Education for a Connected World as a tool for anyone who works with
children and young people. It enables the development of teaching and learning as well as guidance to support children and
young people to live knowledgeably, responsibly and safely in a digital world.

They focus specifically on eight different aspects of online education:

1. Self-image and Identity

2. Online relationships

3. Online reputation

4. Online bullying

5. Managing online information
6. Health, wellbeing and lifestyle
7. Privacy and security

8. Copyright and ownership

Garswood and Education for a Connected World aims to support and broaden the provision of online safety education, so
that it is empowering, builds resilience and effects positive culture change. The objectives promote the development of safe
and appropriate long-term behaviours, and support educators in shaping the culture within their setting and beyond.

In conjunction with various advisors Garswood is developing a rich, effective and developmental curriculum, which will
support young people to be safe, healthy and thriving online:

¢ Auditing and evaluating existing provision of online safety education

e Coordinating delivery of online safety education throughout the curriculum

e Improving engagement across the wider school community on issues related to online safety

e Developing effective training for staff and governors/lboard members

Online safety is a whole school issue. The framework aims to support the development of the curriculum and is of particular
relevance to PSHE education and Computing. It is designed, however, to be usable across the curriculum and to be central to
a whole school approach to safeguarding and online safety.

Overview:

This e safety policy applies to all members of Garswood Primary (including staff, pupils, volunteers, parents, trainee teachers,
visitors) who have access to and are users of Garswood Primary both in and out of the school.

The Education and Inspections Act 2006 empowers Headteachers to such extent as is reasonable, to regulate the behaviour
of pupils when they are off the schoo/ site and empowers members of staff to impose disciplinary penalties for inappropriate
behaviour. This is pertinent to incidents of cyber-bullying, or other e-safety incidents covered by this policy, which may take
place outside of the school, but is linked to membership of the school. The 2011 Education Act increased these powers with
regard to the searching for and of electronic devices and the deletion of data. In the case of both acts, action can only be
taken over issues covered by the Behaviour Policy.

The school will deal with such incidents within this policy and associated behaviour and anti-bullying policies and will, where
known, inform parents / carers of incidents of inappropriate e-safety behaviour that take place out of school.


https://www.gov.uk/government/publications/education-for-a-connected-world
https://www.gov.uk/government/publications/education-for-a-connected-world
http://www.saferinternet.org.uk/

E-Safety encompasses Internet technologies and electronic communications such as mobile phones and devices as well as
collaboration tools and personal publishing. It highlights the need to educate pupils about the benefits and risks of using
technology and provides safeguards and awareness for users to enable them to control their online experience.

ICT in the 21t Century has an all-encompassing role within the lives of children and adults. New technologies are enhancing
communication and the sharing of information. Current and emerging technologies used in school and, more importantly in
many cases, used outside of school by children include:

The Internet and e-mail

Instant messaging often using web cams

Blogs (an on-line interactive diary)

Podcasting (radio / audio broadcasts downloaded to computer or MP3/4 player)
Social networking sites

Video broadcasting sites

Chat Rooms Gaming Sites

Music download sites Mobile phones with camera and video functionality

Smart phones with e-mail, web functionality and cut down ‘Office’ applications.

Roles and Responsibilities:

Our e-Safety Policy has been written by the school, building on the information from Education for a Connected World,
Becta, CEOP and GIST team discussions.

The school’s e-safety policy will operate in conjunction with other policies including those for Computing, behaviour, Cyber
bullying and Child Protection.

The e safety coordinator (Les Moon) will operate as part of the Computing coordinators role in association with the SENCO
(Lucy Myatt) and Pastoral Lead (Helen Evans) all discussions and specific incidents on violation of e safety will be recorded
on CPOMS flagged to the deputy head and head teacher (Andrew Yearsley and Pam Potter)

Our e-Safety Coordinator ensures they keep up to date with e-Safety issues and guidance through liaison with the Local
Authority e-Safety Officer/Safeguarding Unit and through organisations such as Becta and The Child Exploitation and Online
Protection (CEOP). The school’s e-Safety coordinator ensures the Head, senior management and Governors are updated as
necessary.

» Gowvernors = Governors / Directors are responsible for the approval of the E-Safety Policy and for reviewing the
effectiveness of the policy. They will regularly receive internet filtering and monitoring reports and one specific
member will take the role of e-safety officer in the Governing Body.

© Head teacher = The Headteacher has a duty of care for ensuring the safety (including e-safety) of members
of the school community, though the day to day responsibility for e-safety will be delegated to the E-Safety Co-
ordinator. The Headteacher and computing lead (SLT member) are aware of the procedures to be followed in the
event of a serious e-safety allegation being made against a member of staff.

% Online safety coordinator —
¢ leads the e-safety team (GIST)

e takes day to day responsibility for e-safety issues and has a leading role in establishing and reviewing the school e-
safety policies / documents

e ensures that all staff are aware of the procedures that need to be followed in the event of an e-safety incident
taking place.

e provides training and advice for staff

e liaises with the Local Authority and liaises with school technical staff

e receives reports of e-safety incidents and uses these to inform future e-safety developments,

e meets regularly with SLT to discuss current issues, review incident logs and filtering / change control logs

e attends relevant governors meetings

& $t. Helens technicians:
e that the school’s technical infrastructure is secure and is not open to misuse or malicious attack

e that the school meets required e-safety technical requirements and any Local Authority / other relevant body E-
Safety Policy / Guidance that may apply.

e that users may only access the networks and devices through a properly enforced password protection policy, in
which passwords are regularly changed

¢ the internet filtering policy is applied and updated on a regular basis and that its implementation is not the sole
responsibility of any single person.



e that they keep up to date with e-safety technical information in order to effectively carry out their e-safety role and
to inform and update others as relevant

® Teaching and Support Staff:

e they have an up to date awareness of e-safety matters at Garswood and its e-safety policy and practices

e they have read, understood and signed the Staff Acceptable Use Policy

e they report any suspected misuse or problem to the Headteacher / family support worker or E-Safety Coordinator

e all digital communications with students / pupils / parents / carers should be on a professional level and only carried
out using official school systems

e e-safety issues are embedded in all aspects of the curriculum and other activities
e  pupils understand and follow the e-safety and acceptable use policies

e pupils have a good understanding of research skills and the need to avoid plagiarism and uphold copyright
regulations

e they monitor the use of digital technologies, mobile devices, cameras etc in lessons and other school activities (where
allowed) and implement current policies with regard to these devices.

> GIST (Garswood Internet Safety Team):

The GIST provides a consultative group that has representation from KS2 children and staff with responsibility for issues
regarding e-safety and the monitoring the e-safety policy including the impact of initiatives. The group will also be
responsible for regular reporting to the Governing Body.

Members of the GIST will assist the e safety coordinator, Miss Moon with:
e the production / review / monitoring of the school e-safety policy.

e the production / review / monitoring of the school e safety action plan.

e mapping and reviewing the e-safety curricular provision — ensuring relevance, breadth and progression.
e consulting parents / carers and pupils about the e-safety provision.

e monitoring improvement actions identified through use of questionnaires and surveys.

E Safety:

E safety should be a focus in all areas of the curriculum and staff should reinforce e-safety messages across the curriculum. The
e-safety curriculum should be broad, relevant and provide progression, with opportunities for creative activities and will be
provided in the following ways:

e A planned e-safety curriculum should be provided as part of Computing / PHSE / other lessons and should be regularly
revisited
o Key e-safety messages should be reinforced as part of a planned programme of assemblies and lessons.

o Pupils should be taught in all lessons to be critically aware of the materials / content they access on-line and be guided to
validate the accuracy of information.

o Pupils should be taught to acknowledge the source of information used and to respect copyright when using material accessed
on the internet

o Pupils should be helped to understand the need for the pupil Acceptable Use Agreement and encouraged to adopt safe
and responsible use both within and outside school

o Staff should act as good role models in their use of digital technologies the internet and mobile devices

e In lessons where internet use is pre-planned, it is best practice that pupils should be guided to sites checked as suitable for their
use and that processes are in place for dealing with any unsuitable material that is found in internet searches.

e Where pupils are allowed to freely search the internet, staff should be vigilant in monitoring the content of the websites the
young people visit.

Education/Teaching and Learning

A Why Internet use is important
The Internet is an essential element in 21st century life for education, business and social interaction. The school has a duty to
provide students with quality Internet access as part of their learning experience.

Internet use is a part of the statutory curriculum and a necessary tool for staff and pupils. It operates closely with Garwood’s
creative curriculum, encouraging children to do their own research both in and outside of school connected with their own
learning.



Pupils use the Internet widely outside school and will need to learn how to evaluate Internet information and to take care of
their own safety and security.

# Internet use will enhance learning
Internet access will be planned to enrich and extend learning activities. Access levels will be reviewed to reflect the curriculum
requirements and age of pupils.

Pupils will be taught what Internet use is acceptable and what is not and given clear objectives for Internet use.

The school Internet access will be designed expressly for pupil use and will include filtering appropriate to St Helens firewall
requirements outlined below:

2.1. Filtered access to the Internet in schools is provided to members of staff in pursuance of their duties in schools. Access
should only be attermpted by members of staff who have been authorised to do so by the Head Teacher.

2.2. Members of staff using the internet in schools must do so within the general requirements of the School’s Code of Conduct
with particular regard to

e Duty of Fidelity - includes actions or omissions which could damage the business prospects or reputation of the
school or in any way bring the school into disrepute.

e Duty of Care - is defined as carrying out your particular occupation using the skills, ability and knowledge for which
you are employed to the best interest of the Council/School and using Council/School equipment and resources with
proper regard,.

e Use of Council/School Property or Facilities = you must not remove or use School property for your personal
requirements or for the benefit of others where the work of the School is not involved. Use of School buildings or
facilities outside your normal duties and hours of work must be fully authorised and open to scrutingy.’

Staff should guide pupils in on-line activities that will support the learning outcomes planned for the pupils’ age and
maturity.

Pupils will be educated in the effective use of the Internet in research, including the skills of knowledge location, retrieval and
evaluation.

© Pupils will be taught how to evaluate Internet content
The school will ensure that the use of Internet derived materials by staff and pupils complies with copyright law.

Pupils should be taught to be critically aware of the materials they read and shown how to validate information before
accepting its accuracy.

Pupils will be taught to acknowledge the source of information used and to respect copyright when using Internet material in
their own work.

Current Garswood software such as smoothwall will filter inappropriate images before children become aware of them but
the searching of images will be taught through whole class lessons.

& Parents / carers
Many parents and carers have only a limited understanding of e-safety risks and issues, yet they play an essential role in the
education of their children and in the monitoring / regulation of the children’s on-line behaviours. Parents may
underestimate how often children and young people come across potentially harmful and inappropriate material on the
internet and may be unsure about how to respond.

The school will therefore seek to provide information and awareness to parents and carers through:
e Curriculum activities

o Letters, newsletters, web site,

e Parents evenings / sessions

¢ High profile events / campaigns eg Safer Internet Day

o Reference to the relevant web sites / publications

* The Wider Community
The school will provide opportunities for local community groups / members of the community to gain from the school’s /
academy’s e-safety knowledge and experience. This may be offered through the following:
¢ Providing family learning courses in use of new digital technologies, digital literacy and e-safety
E-Safety messages targeted towards grandparents and other relatives as well as parents.
The school website will provide e-safety information for the wider community
Supporting community groups eg Tots Club



Training:

& Staff:
It is essential that all staff receive e-safety training and understand their responsibilities, as outlined in this policy. Training will
be offered as follows:
¢ A planned programme of formal e-safety training will be made available to staff. This will be regularly updated and
reinforced. An audit of the e-safety training needs of all staff will be carried out regularly.

o All new staff should receive e-safety training as part of their induction programme, ensuring that they fully understand the
school e-safety policy and Acceptable Use Agreements.

¢ The E-Safety Coordinator will receive regular updates through attendance at external training events and by reviewing
guidance documents released by relevant organisations.

o This E-Safety policy and its updates will be presented to and discussed by staff in staff / team meetings / INSET days.

® Governors:

Governors should take part in e-safety training with particular importance for those who are assigned to e safety and child
protection.

e Participation in school training / information sessions for staff or parents (this may include attendance at assemblies /
lessons).

Managing Internet Access

% Information system security
School ICT systems capacity and security will be reviewed regularly.

Virus protection will be updated daily through Smoothwall downloading automatically through the schools networked
server. Image protection to avoid inappropriate viewing of flesh tone will be highlighted, record and blocked by the
Smoothwall software brought into Garswood to cover the areas that $Smoothwall is not equipped to prevent.

& Microsoft Teams and E mail accounts:
Pupils may only use approved e-mail accounts on the school system. Each Year group have been allocated a username and
password to Microsoft Teams which operates without their our ‘class’ with one username and password to be used during
lesson time to demonstrate and develop curriculum objectives, and for Home learning. Aany use of ‘messaging’ will take
place through Teams to specific members of their own class or allocated staff, were all messages sent can be edited and
accounted for. No messages will be sent externally to anyone who does not attend Garswood Primary School. When blogging
on the school website or Teams children must always access their account. Pupils must immediately tell a teacher
immediately if they receive offensive e-mail or messages. Pupils must not reveal personal details of themselves or others in e-
mail communication or arrange to meet anyone without specific permission. (Refer to e bullying policy and safer Internet Day
resources on staff share)

E-mail sent to an external organisation should be written carefully and authorised before sending, in the same way as a letter
written on school headed paper.

The forwarding of chain letters is not permitted.

$T Helens services advice....

Head Teachers should critically consider the granting of Internet access to ensure that usage will add value to the member of
staff’s role in the school. Head Teachers should also ensure that all members of staff are aware of the need for this
authorisation before attempting to use the Internet and that any unapproved connection may constitute a breach of the
Code of Condluct.

Head Teachers should immediately request the removal of Internet access for leavers and for any member of staff suspended
from work. This information should also be made available to St. Helens.

© Published content on the School Spider Website

The contact details on the Web site are the school address, e-mail and telephone number. Staff or pupils’ personal
information will not be published.

The Computing co-ordinator and website lead will take overall editorial responsibility and ensure that content is accurate
and appropriate.

The School spider website will be updated regularly with current school information such as newsletters, home activities, class
topic information and dates throughout the term. The class teacher and office manager will be responsible for this.

Only children who have signed and written permission from their parent or Guardian will have photographs, school work,
birthdays and full names uploaded.



& Publishing pupil’s images on Teams, Garswood Website and Twitter
Only children with written permission from a Parent or Guardian will have photographs and class work published on
the website or Twitter.

Pupils’ full names will not be displayed as part of the uploaded work, but first names could be associated with individual
photographs or pieces of work

Written permission from parents or Guardians will always be sought when a new child starts at Garswood School
Pupil’s work can only be published with the permission of the pupil as well as the written permission mentioned above.

® Social networking and personal publishing
The school will block/filter access to social networking sites through the St Helens filtering system. Twitter will only be allowed
with head teachers permission.

Free Online games, especially those containing aspects of violence will be blocked and reported immediately to St Helens in
order for the particular URL to be added to the LA’s blocked list.

Pupils will be advised never to give out personal details of any kind which may identify them or their location. (Refer to e
bullying policy and safer Internet Day resources on staff share)

Pupils and parents will be advised that the use of social network spaces outside school is mostly inappropriate for primary
aged pupils.

¢ Managing filtering

In conjunction with the $t. Helens LA Internet policy, has adopted the following actions:
3.2, Internet access is provided to schools through the St Helens MAN (Metropolitan Area Network). This infrastructure
provides an Internet firewall and a filtering mechanism, presently installed at either school or LEA level. Members of staff
should not attempt to circumvent or disable any of these features.
3.3. Members of staff should use their individual I.D. when accessing the Internet and should not allow other staff to use their
LD.
3.4. When logged onto their Internet account members of staff should not leave a workstation unattended unless it is locked.

The school will work with Agilysis and the Internet Service Provider to ensure systems to protect pupils are reviewed and
improved on a regular basis

If staff or pupils discover an unsuitable site, it must be reported to the e-Safety Coordinator immediately (through the class
teacher if appropriate).

Senior Management team in conjunction with the Computing Coordinator will ensure that regular checks are made to
ensure that the filtering methods selected are appropriate, effective and reasonable.

Any material that the school believes is illegal must be reported to appropriate agencies such as IWF or CEOP.

* Managing emerging technologies
Emerging technologies will be examined for educational benefit and a risk assessment will be carried out before use in school
is allowed.

Mobile phones will not be used during lessons or formal school time. The sending of abusive or inappropriate text messages is
forbidden.

& Protecting personal data
Personal data will be recorded, processed, transferred and made available according to the Data Protection Act 1998.
For additional information in this area please see the SAENCO and Child Protection policies
All information regarding children is Rept centrally on the SIMS system and access to this system can only be granted by
Adgilysis services who allocate individual username and passwords. Currently the only members of staff who have access is the
Head Teacher, two office managers.
Wherever possible, information concerning individual children including tests scores, data and IEP/IBP’s can be found on the
staff share system. Staff are advised to not put this information on removable drives or send via email systems due to data
and child protection (see every child matters agenda).

& Use of digital and video images
The development of digital imaging technologies has created significant benefits to learning, allowing staff and pupils instant
use of images that they have recorded themselves or downloaded from the internet. However, staff, parents / carers and
pupils need to be aware of the risks associated with publishing digital images on the internet. Such images may provide
avenues for cyberbullying to take place. Digital images may remain available on the internet forever and may cause harm
or embarrassment to individuals in the short or longer term. It is common for employers to carry out internet searches for
information about potential and existing employees. The school will inform and educate users about these risks and will
implement policies to reduce the likelihood of the potential for harm:



¢ When using digital images, staff should inform and educate pupils about the risks associated with the taking, use, sharing,
publication and distribution of images. In particular they should recognise the risks attached to publishing their own images
on the internet eg on social networking sites.

¢ Staff and volunteers are allowed to take digital / video images to support educational aims, but must follow school
policies concerning the sharing, distribution and publication of those images. Those images should only be taken on school
equipment, the personal equipment of staff should not be used for such purposes.

e Care should be taken when taking digital / video images that pupils are appropriately dressed and are not participating
in activities that might bring the individuals or the school into disrepute.

e Pupils must not take, use, share, publish or distribute images of others without their permission

e Photographs published on the website, Twitter, or elsewhere that include pupils will be selected carefully and will comply
with good practice guidance on the use of such images.

o Written permission from parents or carers will be obtained before photographs of pupils are published on the school
website or Twitter.

* Data Protection
Personal data will be recorded, processed, transferred and made available according to the Data Protection Act 1998 and
GDPR 2018 which states that personal data must be:

e Fairly and lawfully processed

o Processed for limited purposes

e Adequate, relevant and not excessive

e Accurate

e Kept no longer than is necessary

e Processed in accordance with the data subject’s rights
® Secure

e Only transferred to others with adequate protection.

Policy Decisions

% Authorising Internet access, Teams, Twitter and School Spider
All staff must read and sign the ‘Staff Information Systems Code of Conduct’ before using any school ICT resource.

The school will keep a record of all staff and pupils who are granted Internet access. The record will be kept up-to-date, for
instance a member of staff may leave or a pupil’s access be withdrawn.

Parents will be asked to sign and return a consent form.

All staff must now undergo a two form authenticator process when logging into their Microsoft accounts from, new devices,
this is verified by a certified pass number on a phone application to confirm identify. Tis will occur once every 60 days.

All children, staff and governors will be allocated a specific username and password under the condition that they must not
be revealed to another pupil. If this should occur, the child or member of staff are no longer entitled to the username and
password and the incident will be logged.

All parents must sign a consent form before children are allocated with a username and password.

& Assessing risks
The school will take all reasonable precautions to ensure that users access only appropriate material. However, due to the
international scale and linked nature of Internet content, it is not possible to guarantee that unsuitable material will never
appear on a school computer. Neither the school nor St Helens filtering can accept liability for the material accessed, or any
consequences of Internet access.

The school will audit ICT provision to establish if the e-safety policy is adequate and that its implementation is effective.

The use of computer systems without permission or for inappropriate purposes could constitute a criminal offence under the
Computer Misuse Act 1990.

Methods to identify, assess and minimise risks will be reviewed regularly.

® Handling e-safety complaints
Complaints of Internet misuse will be dealt with by a senior member of staff, ideally the Head Teacher when available.

Any complaint about staff misuse must be referred to the head teacher.

Complaints of a child protection nature must be dealt with in accordance with school child protection procedures. (See child
protection policy)

Parents and pupils will need to work in partnership with staff to resolve issues.



Communications Policy

® Introducing the online safety policy to pupils
Online safety rules will be posted in all networked rooms with Internet access and discussed with the pupils at the start of each
year. Pupils will be informed that network and Internet use will be monitored.

& Staff and the online safety policy in conjunction with $t. Helens

In conjunction with the $t. Helens LA Internet policy, has adopted the following actions:
3.6. Members of staff should not use, or try to use, a school Internet account for intentionally accessing, displaying, storing or
transmitting material that is obscene, sexually explicit. pornographic, racist defamatory, hateful, incites or depicts violence, or
describes techniques for criminal or terrorist acts or otherwise represents values which are contrary to School policy.
3.7. Where access to such sites occurs accidentally this should be immediately reported to the Head Teacher or, in the case of
the Head Teacher being absent. a member of the Senior Management team.
3.8. Members of staff must be aware of. and abide by, the Data Protection Act as its provisions cover data transmitted and
stored on e-mail. (See the Data Protection Policy and Code of
Practice for further details).

All staff will be given the School e-Safety Policy and its importance explained. This policy will be kept on Staff Share and edit
on an annual basis.

Staff should be aware that Internet traffic can be monitored and traced to the individual user. Discretion and professional
conduct is essential.

Staff training in safe and responsible Internet use and on the school e-safety Policy will be provided as required.

® Enlisting parents’ support and advice for website.
Parents’ attention will be drawn to the school e-Safety Policy in newsletters, and the website

Parent classes will be made available for Parents to fully understand the Internet risks and what they
can do to prevent them.

Internet issues will be handled sensitively, and parents will be advised accordingly.
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When using communication technologies the school considers the following as good practice:

e The official school email service may be regarded as safe and secure and is monitored. Users should be aware that email
communications are monitored. Staff and pupils should therefore use only the school email service to communicate with
others when in school, or on school systems (eg by remote access).

e Users must immediately report, to the nominated person — in accordance with the school policy, the receipt of any
communication that makes them feel uncomfortable, is offensive, discriminatory, threatening or bullying in nature and must
not respond to any such communication.

e Any digital communication between staff pupils or parents / carers (email, chat, blog etc) must be professional in tone and
content. These communications may only take place on official (monitored) school systems. Personal email addresses, text
messaging or social media must not be used for these communications.

o  Whole class / group email addresses may be used at KS1, while pupils at KS2 and above will be provided with individual

school email addresses for educational use.
e Pupils should be taught about e-safety issues, such as the risks attached to the sharing of personal details. They should
also be taught strategies to deal with inappropriate communications and be reminded of the need to communicate

appropriately when using digital technologies.
e Personal information should not be posted on the school website and only official email addresses should be used to

identify members of staff.
® Social Media - Protecting Professional Identity

All schools, academies and local authorities have a duty of care to provide a safe learning environment for pupils and staff.
Schools and local authorities could be held responsible, indirectly for acts of their employees in the course of their
employment. Staff members who harass, cyberbully, discriminate on the grounds of sex, race or disability or who defame a
third party may render the school / academy or local authority liable to the injured party. Reasonable steps to prevent
predictable harm must be in place.

The school provides the following measures to ensure reasonable steps are in place to minimise risk of harm to pupils, staff
and the school through limiting access to personal information:

. Training to include: acceptable use; social media risks; checking of settings; data protection; reporting issues

° Clear reporting guidance, including responsibilities, procedures and sanctions
° Risk assessment, including legal risk



¥ $chool staff should ensure that:

¢ No reference should be made in personal social media to students / pupils, parents / carers or school staff

e They do not engage in online discussion on personal matters relating to members of the school community

e Personal opinions should not be attributed to the schoo/ or local authority

e Security settings on personal social media profiles are regularly checked to minimise risk of loss of personal information.

The school’s use of social media for professional purposes will be checked regularly by the head teacher and e-safety
committee to ensure compliance with the social media, Data Protection, Communications, Digital Image and Video Policies.

Unsuitable / inappropriate activities

The school believes that the activities referred to in the following section would be inappropriate in a school context and that
users, as defined below, should not engage in these activities in school or outside school when using school equipment or
systems. The school policy restricts usage as follows:

- = Q
User Actions 2| 3el23 | 2|3
k) a5 |ab e ‘| 29
oY Sc]|BEg o o=
<] 25| 2E > 5 SO
v} ot o o o £
< Q| oc < €0
< < =) =]
Child sexual abuse images —The making, production or distribution of indecent images x
of children. Contrary to The Protection of Children Act 1978
Users shall not . - ] -
isit Internet Grooming, incitement, arrangement or facilitation of sexual acts against children x
U!SI Contrary to the Sexual Offences Act 2003.
sites, make,
post, Possession of an extreme pornographic image (grossly offensive, disgusting or otherwise X
download, of an obscene character) Contrary to the Criminal Justice and Immigration Act 2008
upload, data - - I I
transfer criminally racist material in UK — to stir up religious hatred (or hatred on the grounds x
. of sexual orientation) - contrary to the Public Order Act 1986
communicate
or pass on, Pornography X
material,
remarks, promotion of any kind of discrimination x
proposals or
comments that
contain or threatening behaviour, including promotion of physical violence or mental harm x
relate to:
any other information which may be offensive to colleagues or breaches the integrity x
of the ethos of the school or brings the school into disrepute
Using school systems to run a private business x
Using systems, applications, websites or other mechanisms that bypass the filtering or other safeguards X
employed by the school / academy
Infringing copyright x
Revealing or publicising confidential or proprietary information (eg financial / personal information, databases, x
computer / network access codes and passwords)
Creating or propagating computer viruses or other harmful files x
Unfair usage (downloading / uploading large files that hinders others in their use of the internet) X
On-line gaming (educational) x
On-line gaming (non educational) X
On-line gambling x
On-line shopping / commerce x
File sharing x
Use of social media X
Use of messaging apps X
Use of video broadcasting eg Youtube X X




Responding to incidents of misuse

This guidance is intended for use when staff need to manage incidents that involve the use of online services. It encourages a
safe and secure approach to the management of the incident. Incidents might involve illegal or inappropriate activities (see
“User Actions” above).

® lllegal Incidents

If there is any suspicion that the web site(s) concerned may contain child abuse images, or if there is any other suspected
illegal activity, refer to the right hand side of the Flowchart (below and appendix) for responding to online safety incidents
and report immediately to the police.

Online Safety Incident

llegal materials or
activities found or
suspected

Unsuitable Materials

Report to the
person responsible
for Online Safety

lllegal Activity or
Content (Child at (S'afw olunteer °)

Immediate Risk) other adult

lllegal Activity or
Content (No

immediate risk)

Report to CEOP

If staff/volunteer or
child/young
person, review the
incident and decide
upon the
appropriate course
of action, applying
sanctions where
necessary

Report to Child
Protection team

Call professional
strategy meeting

Debrief on online Record details in
safety incident incident log

Review policies
and share
experience and
practice as
required

Implement
changes

Monitor situation

® Other Incidents

Provide collated
incident report logs

to LSCB and/or
other relevant
authority as
appropriate

If no illegal activity
or material is
confirmed then
revert to internal
procedures

Secure and
preserve evidence
Await CEOP or
Police response

If illegal activity or materials are
confirmed, allow police or
relevant authority to complete
their investigation and seek
advice from the relevant
professional body

In the case of a member of staff
or volunteer, it is likely that a

suspension will take place prior
to internal procedures at the
conclusion of the police action

It is hoped that all members of the school community will be responsible users of digital technologies, who understand and
follow school policy. However, there may be times when infringements of the policy could take place, through careless or

irresponsible or, very rarely, through deliberate misuse.

In the event of suspicion, all steps in this procedure should be followed:

¢ Have more than one senior member of staff / volunteer involved in this process. This is vital to protect individuals if
accusations are subsequently reported.

e Conduct the procedure using a designated computer that will not be used by young people and if necessary, can be taken
off site by the police should the need arise. Use the same computer for the duration of the procedure.

e It is important to ensure that the relevant staff should have appropriate internet access to conduct the procedure, but also
that the sites and content visited are closely monitored and recorded (to provide further protection).

¢ Record the url of any site containing the alleged misuse and describe the nature of the content causing concern. It may also
be necessary to record and store screenshots of the content on the machine being used for investigation. These may be
printed, signed and attached to the form (except in the case of images of child sexual abuse — see below)



e Once this has been completed and fully investigated the group will need to judge whether this concern has substance or not.
If it does then appropriate action will be required and could include the following:

e Internal response or discipline procedures

¢ Involvement by Local Authority or national / local organisation (as relevant).

¢ Police involvement and/or action

¢ If content being reviewed includes images of Child abuse, then the monitoring should be halted and referred to the Police
immediately. Other instances to report to the police would include:

¢ incidents of ‘grooming’ behaviour

* the sending of obscene materials to a child

¢ adult material which potentially breaches the Obscene Publications Act

* criminally racist material

e other criminal conduct, activity or materials

e Isolate the computer in question as best you can. Any change to its state may hinder a later police investigation.

It is important that all of the above steps are taken as they will provide an evidence trail for the school and possibly the police
and demonstrate that visits to these sites were carried out for child protection purposes. The completed form should be
retained by the group for evidence and reference purposes.

) $chool Actions & Sanctions
It is more likely that the school will need to deal with incidents that involve inappropriate rather than illegal misuse. It is
important that any incidents are dealt with as soon as possible in a proportionate manner, and that members of the school
community are aware that incidents have been dealt with. It is intended that incidents of misuse will be dealt with through
normal behaviour / disciplinary procedures as follows:

2 % E — -é—:’ % 5 g8 :‘;:; o oS
3 g £ s | B82| 8 | 2|55 | 23
§ 3 | 2 |22%5| S| 25| 8%, &3
. 3. 9 5 g | €23 = 85| 238 ©3
= Q o =3 —
Incidents: 5| 2| £ | ¢ |83 & | s8|258 :3
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= -3 & EY) £ x = o °
Deliberately accessing or trying to access material that could be considered x x x x
illegal (see list in earlier section on unsuitable / inappropriate activities).
Unauthorised use of non-educational sites during lessons X X X
Unauthorised use of mobile phone / digital camera / other X X X
mobile device
Unauthorised use of social media / messaging apps / personal X X X X
email
Unauthorised downloading or uploading of files X X X X
Allowing others to access school network by sharing username X X X X
and passwords
Attempting to access or accessing the school / network, using X X X X
another student’s / pupil’s account
Attempting to access or accessing the school / academy network, X X X X X
using the account of a member of staff
Corrupting or destroying the data of other users X X X
Sending an email, text or message that is regarded as offensive, X X X
harassment or of a bullying nature
Continued infringements of the above, following previous X X X
warnings or sanctions
Actions which could bring the school into disrepute or breach the X X X X
integrity of the ethos of the school
Using proxy sites or other means to subvert the school’s / filterin
9 pro 1 X X | X X X | X
system
Accidentally accessing offensive or pornographic material and X X X X
failing to report the incident
Deliberately accessing or trying to access offensive or
pornographic material X X X X X X X
Receipt or transmission of material that infringes the copyright of X X X X X X
another person or infringes the Data Protection Act/GDPR
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Garswood Pupil requirements for Internet use K$1:

GarswoodonlinelsafetyiAgreement

YY)
( '~ |0 AR AR use the Laptops, Desktop
lPads | must agree to the following statemaents

use the log ins my teacher gave me

not use other people’s SeeSaw and Teams accounts

only use Google when a teacher is with ma

NOt send Messages Lo Just one persan on Teams, S§eSqu or emall

L not put photos of my friends or informeation about them on the
Internet

b tell my teacher if | sex SrnOchwau on my computer.

Y not meet anyone | don't know from the Internet of tell chem where |
live.

not search for things that are not nice or not Rind.

v tell my teacher if | sex something that makes me ferl uncomfortad

not buy things on the computer in sehool.

not do cthings on the school computers that are againgt the law.

¥ not bring things into school that can be put in & computer.

not send messages that arse ubking or pretend they are ot from me.

understand that my teachers could check my computer for things
| have saved.

Y remember | am lucky to have computers in school and need to treat
them safely.

| would not be allowed touse thc lntcrnctmschool
e \

My family could be phomd .

People in authority like the police could bc phomd L~

My teacher could come up with their own consequences.




Garswood Pupil requirements for Internet use K$2:

- . Al 7 [T ! fesay ~ T rvy’ )
GanswoodaOnlinelSafetyAgreement:

0 rder.te use the Laprops, Deskeops, iPads.
| must agres o the following statements:

* only access the computers and various applications with my own
login and password, which | will keep secret. (Lniew tmvtructed by my teacher)

Y not access other people's files, SeeSaw accounts or Teams log ins ang
damage their work.

Y use the Internet when supervised with permission and only for
activities and work apgproved by a member of staff.

* only Email pecple my teacher has apgroved, and not use the
Internet , SpeSgw or Teams for personal or private messages.

¥ respect the privacy of others. | will not publish their names,
addresses, ghone numbers or photographs

© report a Smosathwall notification to a member of staff immediately
dand inform them of what | was inputting.

' not give my home address or telephone number, or arrange to meet
someone, through the internet

Y not try to find or use unacceptable material from the Internet
and not use work from the Internet as if it was my own

! report any unkind messages. | understand this report might be
shared with responsible aduits and would help protect pupils & mysel

Y not use schoo! computers or iPads to subscribe to purchase any
apps, or buy things off the Internet.

* not take part in any activity which goes against school rules or
government legislation such as downloading online software.

¥ not bring in CD's, USPEs or any electronic data from outside school
unless | have been given permission

Y not send unsuitable email messages. The messages | send will be
polite, rgsgensibls and only signed in my name and not be anonymous

* understand that the school may check my computer files and
folders and may monitor the sites | visit £.4. SeeSaw and Teams.

© remember that access is a privilege, not a right and that access
requires responsibility.

A temporary, or. permanent ban on I Nternet Use s

Pupils’ parents being oomncred

Other external agencies being contacted. )

Other actions may be added in line with Garswood’s be haviour poﬁ.cy.




Garswood Curriculum Map coverage 2021

Online safety coverage — Year 1
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Online safety coverage — Year 3
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= Rxpioin why B Impartant ta basp pancnd Information privats online

= Duwacrize wah 8o baie parsara] irisrmation peivate ool By ol 1o%8y Eacl ond privacy mEtngr.

= Cmacriza hoas iz find ond b for halp H mmeonae desl crects cniine.

B Intwrnat Hing

= Dwmaretrcts woys o belid poihe ord hastibyg criba reistionibizs omd friesdiig.

= Dwacriza Groteghen by cor cs do repend io burtiul orlne bakasloer, In ascyp that Eeap Sham wote aond hesitiy
= Id urcaa of | Ehot com Arinch ond ora ot | ba®ouloer onfina.

# Behoviourol ond techniod strotegies to imit irmpoct on privocy ond probect dioba and spetems ogamst
COTMPIOanibe,

+ Protecting peronal content ond orediting the nghls of other o well o= addresing pobential
comsequence: of ill=gal ooces, downlood cnd distribuSion,

Tha pulr conaldiar Aour i oy sofe whe Asorching S g st rcect for i’ iac ond Sntelecival propay By cifing Sl souet.
el Fom v oy Sixfe recrch AT ave i olac for ond schaod intanet ocoau B Aterad

¥3 Online Safety
Twinkl & sn'Fe.tj.r umnif
nd Curriculum
Project Euo]ue
self-imoge and ldentity
Orline relationdhips

Seratch Tunes

Jn gl o, e om IrtrocTas fo anea ang’ ot o of aailiod coommeviostion. Thiy o ook oF Rowr o woite aed’ s emai oo wal
2 Poar Eo cacize F.on amiol & o f opan, They i buks oo thalr axdting Bacudedps of oeberiuiang ord ho b Seal ad sabled
ahzloar aming, The Ll ord Smporiamoe oF S Iettings i Saieg g’ oo i wil Scau Bhe Exmes oF Snfarmatioe we i rod
sho aodoe, Thay ol ol on B S of o Spial foakprind by Shinkdnn oboc? bour Bhe odast Sty iae codne o dorgeted ot Seam. Dhildher
SO Pl i L B Laleg e B Bave sainas fo plam o aailew samremlyise mabbodt

* Fhapirg online idenkities md how medic mpocs on gender and sterectypes
= Relotionhips ond behoviours thot moy leod to harm and how positive online nteroction con

empower ond armplfy voice.
Chafchrn wal e bowe sormoedte il ood deoe to car et comsroed’y ona fode sowarahody

Project Evolve
Online reputation
Online Bullying

Comic
Creations

* Sircimgim to moncge pancnal digkal content afectively ond I

= b2 creaote: FoHtia

profim

* Sircimgium for affectiss resorting ond intersention ond bew Eullying and ottar rabcimn 2o fi 1

Bl laoem Shat asanthing Shay oo oATos IV o el coiTUnsding B Ses SRl Aootaried. Ty SOmowT B LA oF FofE rearoh moder on

ST SR AT ATl O I WRIT £ A F Shay et Inosprmn oot sontent. TRy S Bacs e fom o ik Seia ke Srosey
i Cmodis Comerons L) ond tha derportonoe of' othar T amardh,

Online safety coverage — Year 4

Sequence
Taught

salf-imoge and |dentity
Online relationships

Project Evolue

Lke teciinology safely, prgertfuly ond reyponsibly; recognise arceptableiunooeptoble
behcriour: idetity o rongs of woys S0 repaort concer about content and conkoot

Hewr this will be taught

# Fhopirg onfine identities and how redio mpocs on gender ond sterectypes

= Relgtionthips ond behaviours thot moy leod to harm and how positive online mteroction con
ampower and arrefFy voice.

Chilcrar sl s o som e ik from g 3 o Be remincs oF S impariomoe of Lring o eSecier somened

Project Evolue

= Strotegies to maroge pancnal dighal comtent 1 SIparty o Crasta attectisn parthan St
affectiem

Orline reputation
Online Bullying

*® fer rwmmldm:ndlmbulm-undnﬂ-r rabaim 2o feghl

B Mg o cnaEar e pupll maead B ansare Bat Hha omos B b bk and hat Sy oot remacttly ond
D whaer Diming, §EtINT ond prassctiog talk worl Tha pankl o Fhied Stroagé She Sl o skieon badey mode suatiokie
on Pha rotvoal etk or o ace o BAR et Thuy aboaks’ oo wky schood o’ alfer ovpoairaliasT oo s FoRce oo ilmieg

Internet Legends

Ba Intarnat jecurc
= Exglcin why &% important to beep panonc] informmotion private cnlne

scheme of work

{ond curmiculurm mop ressurees

iLearn 2 e safety

m ba wats bo heap penonal information prvote online by ting wofety foch and privooy settings.

= Dmcriba how to find cnd mb for halp f someons Saef umofe onlne.

Ba Intarnst Kind

= Damomitrote ways bo build poitive and healthey onlies refotiombips ond frieschbip.

-Ihxrlbll.rmﬂrpnm w b respond o hurtful onlioe behouicur, inwon that beep tham 1ofe ond hactthy.
ourem of thct o halp friwech ond if o hurtful bahawiour orlice.

Project Evolve
Monaging Online information
Hizcdbh and wellbzing online

= Strategies for effscdive sarching, critical gypgleoticn and ethical publithing
& The impact thot technodogy hos on heolth, wel-being ond [Peityle including undentanding negotive

mEhorsicurs ond isues armplified and sustained by anlime tacinologis: and the sSrotegie: far deoling with them
T il e By B B cecte covsten b B L. w_mmm-mm-mmmm&dmnm ‘ool sl ek
b I EhaTahia o LR St T N 4P e

e oy B e o e

Rising te
Gates
challenge

¥4 Online $afety
Twinkl & sofety unit

and Curmculum Mop rscu non)

Ay o . chRoiners laovr oboul praventiag o’ ceciing with cpbarh Lo Ao B0 Lre sl enginey affoertis
Frocy B0 CRanE pOREE I arnione: cd B B Be o oo oigeden ofizen. The Lt ancy with ciokaven gosieng e
rew bnousdecpe &0 deripm o charocter &0 be oiEplopred aroong schood Bo prorotes omine sofaly.

Project Evolue
privacy and secourity
copyright cnd ownership

*  Emtmuizural end tachoizal

to st impect en arivesy and protect date ond yeter ogeimt compereme
# Protecting penonal congent ord craditing the righ of cthen oy wall o addrning potantial comeguanon of dlegal cocem,
downlood ondl divtributicn.

Tha puil covulsa ke empovioans of sibndelty o Ul Teoide dod for sy Seform oo - e aarb, (¥ B Sopd ST ane atodhar,
s et fio amacnae sepTaAEe paiiskn [ ol faleas ondd Bt aeezndingn ove rrac, aclud and o te o gl and mpaerida
oo The cucdy shouls' Sk qrailly abogy fhe af gl Weny o0 o rohon! myturpnk o s e Tngenat




Online safety coverage — Year 5

Use tachnology sofely, rargectiofy and r f PECO Qe Groep ceptable
behoviour: identity o ronge of woy S0 report concen obout content and contoct

Heow this will be taught

i thaly ool nﬁmuﬂhﬂnﬁa&tmﬂxﬁw walliy o facea cor prevanding oo dncslivg i aoorm, T wd comicder
Hew aﬂhhbmmﬂﬂmﬂwmmmﬂm

Jequence
Taught
- Kodu V5 Online Safety
- Creokions Twinkl & sofaty unit
d Currizulur Mag uourze

un'h\-wufmﬁun&b' fronar o sariter o ruf b ity oy wom. Towye wil
mmhh-m:ﬂmhpmxhbmmmdmhnmm

Project Evolve

= Frcbegiss to maonoge pancnal digital comtant and 1 aapacty to orecte aMectien ponfthee, proties

Oriline reputotion
Online Bullying

® for affective reporting ond inkereantion and how bullying and ottar Iah rulotm to lwghl 1
Thowr wndt prowiclm o opporicmty do Ao oo s g i m-mdmmr
Hvw popilr upiood tei sk for oy Fo e, Shayr svowid’ comiciar She off; o el o
rmcogiieg Bt Shayr oo shoaning Sk owo coppnipiten’ wonle ot o oo

Project Evolve

% Eahaviournl amd bachrienl siroriwgie to limt impect en grivosny and protec dobe end 1yris-m opaimt compremhe
Eroimctiog pemional comtart omd craditing tom sights of cthens o wall o1 addreming potantial comeguoanon of dlegal cooen,
:buxi:l:l:l:r:ldh-h-ht:m.

privacy and sacLrity Tha pusi nsac B Sink sbout Sosyripet wier roaTcing Sodis ar that cam Thag £ com Craative
copyright and ouwnanhip | Ssemes S contant F aaring Wi atten susts Tes Than o e pp— rltur de sk o
asioo o ol ov et dwniasding ond soring af coppriphted mulc
. = Strategies for effective warching, critical gpglugtion and etical publithing
pl'ﬂ& Evolue |+ meimpact thot technsiogy hos on necith, wei-being ond festyis induding undensanding negetive
Managing Online information | Dehoicur ond iswes amplified and :mln:u oy online I:echnulnmm and the mum tor deoling with them
Heaith and wellbsing online | Loe frchnsinay sfal ity oveef. Actantily = g of we fe
oot conom obout confant and confoct

Project Evolve
self-imaoge and ldentity
Online relationships

+  Fhopirg online identitias and how medic mpoct on gender ond sterectypes
+ Relotionhips ond behorsiours thot mioy keod to harm and how positive online nteraction con

A o o il il confest. i tre pupile choom do fooote Sl
20 ol peogrophicodl, thay sbouls ovaid sroring pofvcde information. e pupil o Seink aboot compeiphet s

Intermet Legends
scheme of work

{ond curfoulurm mMop resourTes)

= Internet Shargs Ezpioin aiod B meom fs hous o pasthae Slgkal foodpeng, and witg | L impartaont
* Rpiain thing means oman g b Eulld @ poities Slgicl fooferint.

B Internat Alert Cmcrks wap 2 aftkally seckiote what wae uee on wdzl =adio
* Rt how mcdzl madia con milead or miimpraent ol

® il Harenk baza ¥ online wom pacple cur oge moy sxparkncs ncuding phkhing
Ity iourocm of wepert for iIomecre who b womied obout

Proj:
self-imicas amd ldentity
Online relationships

5 PECOgriLe Groep cepiable

ke tacnnology safely, pargertiuly and r
behiour; identify o rongs of woys Do report conceEns about content and conkoct

How this will be taught

# Shoping cnline idemttiess pnd how medo Fnpocs on gender and steneckypes

#  RAelationdhig and Dehosicurs thot moy lesd to horm ord how poitios onlive interocion con ampoesr ond
amglity voice,

i e st . ;

rh - T = e
ki

Project Evolve
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*® hlﬁﬂmmwﬂmnndlnwbulm-undnﬂ-r lah rukstm to lwghl 1

Online reputation
Online Bullying
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oF Fie. Thuy s ek iy
coniduring Box B com oo B safalr and i pood et

=  @shasksurcl ord bachaicsl itechagim to Brelt impac on privacy ond protect dota oed yabsmi againg comprarha.
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The Code Project Evolve
behind the : d -
privacy and security
game copyright and awnership
Internet Legends
scheme of work
{ond curfoulurn mMop resourtesy

Ea Inbwrnat Secars Bquicin why B
Dascriba woki ba bssp panoncl Informotion privchs omlne by wing uofety tooh and privocgattinge

Discribs how b find ard ik for bals P iomascres fesh umic®s crline.
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Online safety coverage — EYF$

will provide Foundation|

EYFS will not be teaching e safety os part of o half termly
Stoge staff with all the tools necessary to ensure children are

approoch. E sofety resourcas

fully enware teaching e sofety in accordance with the
children® s

aF
i

Think U Know
schieme of work

{ond curnculum mop resourtes)

L dechrciopy sl ono nepectldl;. Seasing owncac informotio oructey Aottt wiens &0 po for belp ona’upoard
e Sy Ao comoerr Showt comten o oo o B Feema o ot ol Seofnaiopie

Howr this will be taught

Eeriye paoer” childiren wall pof moturcdis be ouwore of e congerr of bhe mtsrnat becorse Hhair pre of iF wall
Be ool compored' to oldler ohilidien, I 5 55T very imporfont o frodiuce poatives covd Bhe nesobives
o iF oipar forer poet of Hha EVFS froemewonk. Balouwr core sovre ooliafier ond reSoLrcas O oo Lse ekl
Ehe chidrer, winch oo formn mice di:cusrion povmts. in oy wosT on-ime ol com be conmected fo

Feviero sofefr affcrrnioms; ot folang fo strongery, & rommstiing i wrong St o oot pocr ek st

iLearn 2 e safety

Project Evolve

= Monoging Online mforrmotion
* Heolth ond wellb=ing online
=+ privacy and ssouwtby

= papyright and cwnershig el
imooe and Identity

+ Cnline relationshios Cnline
reputotion

# Online Bullying

Internet Matters

ENVFE Pack

Twinkl resources
Eorly Yeors e sofety

Resources for settings to use with parents and carers

* Sslaiboudtliammen 5 i ies wwiith o

= Chikinek: Heeping under-fises soffe onfine

= Inbemet Motters Guidance for parents of pre-wchoolers

# Londaon Grid for Leornima: Portal linking to worious resourcss on parentol ensogement oround online
1ofmby

= M5PCE: Guidonce for porents on keeping children sofe online

= Parent Zone: Digital Porenting mogazine

= Parent Infio

= Thinkudbaaur Guidonce ond infosmotion for porentsicorers from NCA-CEQP

. .
Resources for settings to use for education
Coldnet; Storybooks for early weor and K5 pupils

= Srnowtie the Penguin
Towlawlnan - Bmouroes for eorly veon ond M3 gupil: from NCA-CEOR

UHCIS - Educoticn for o Commected Workd Fromewark - this framewsark provides information aon the
skill: omd competence: thot childven showld howvs ooros & dfferent oreos of online sofsty

The o ong oot for Corkr Vieors omfne sofefyc
According to Odfcom’s recent sunsey on Chilldren’s Bedio Lhe ond AtSitede (2048), 52% of 3-d-yeor-cidi we the
intemet for on overoge of § hour every wesl ond 45% 3-d-yeor-olds we YouTube. \With techmology beoming an
integrol part of our lives, it impostoet thot children are fomiliorbed with wofe online proctics from o woung oge.
Agpart from sup-u!_\.'ilim,. pupdarcs and monitoring, i olsa the resporsibility of corer to set the right ssoemples for
safe woge ord muTrE nE
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